Information Security Incident Response Playbook
Compromised accounts

Purpose. This playbook describes the steps to determine how to handle user accounts that may have been
compromised.

Procedure
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https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-events
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-events
https://stevensonuniversity.sharepoint.com/:w:/s/T365_OITInformationSecurity/EWo9oAmmZOBGi-dw5k-w_TkBqknyGj5FhjH1rrMX2shXzQ?e=83a3S2
https://stevensonuniversity.sharepoint.com/:w:/s/T365_OITInformationSecurity/EWo9oAmmZOBGi-dw5k-w_TkBqknyGj5FhjH1rrMX2shXzQ?e=83a3S2
https://portal.azure.com/#blade/Microsoft_AAD_IAM/RiskyUsersBlade/riskStates/%5B1%5D/isDeleted/
https://stevensonuniversity.portal.cloudappsecurity.com/#/alerts/?alertOpen=eq(b:true,)
https://portal.azure.com/#blade/Microsoft_AAD_IAM/GroupDetailsMenuBlade/Members/groupId/c03c2b4e-64a5-45be-afd6-746ffb9b11b1

2. Kill active sessions in Office365.
3. Re-enable the account
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https://stevensonuniversity.sharepoint.com/:w:/s/T365_OITInformationSecurity/EZxWtvHs40VMqAX9hX-TQ4IB5H3LFul568wzjco_1FS5ew?e=BtaeFu
https://stevensonuniversity.sharepoint.com/:w:/s/T365_OITInformationSecurity/EZxWtvHs40VMqAX9hX-TQ4IB5H3LFul568wzjco_1FS5ew?e=BtaeFu
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