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Overview

Purpose: This plan describes the framework used to ensure that information security incidents involving any Stevenson
University technology resources are managed in an effective and consistent manner. It defines the roles and
responsibilities, classification of incidents, and phases of response activities. This plan helps Stevenson:

- Reduce the risk of information security incidents
- Meet legal and regulatory compliance

Owner: Director of Information Security, Office of Information Technology.

Approval: This plan is reviewed annually by university leadership. (Date of last review: Month/Year)

Definitions
Cloud computing service: Any function provided by an agreement with an external organization that includes the ability
to store or transmit electronic information.

Software: Any code, program or application designed to perform specific functions on a device.

Technology resource: Any device, software or service that stores or transmits electronic information as part of its
function.

Device: Any equipment or hardware that stores or transmits electronic information. This includes computers, mobile
devices, network equipment, phones, and server systems.

User: Someone who is provided access to technology resources, including students, faculty, staff, contractors and other
approved individuals or groups.

Event of interest: Any observable occurrence within a system, network or other technology resource that needs to be
investigated to determine if it is an information security incident.

Information security incident: Any event that threatens the confidentiality, integrity, or availability of Stevenson
University information. This includes any violation or imminent threat of violation of information security policies,
acceptable use policies, or standard security practices.

Security incident response playbook: A set of procedures defined for a specific type of security incident.

Credential harvesting: A type of phishing attack where victims are duped into providing their account and password
information.

Data Breach: The intentional or unintentional release of secure or private information to an untrusted environment.

Roles and Responsibilities

Groups
Crisis Management Team (CMT) A group of leaders organized under the Stevenson’s Crisis Management Plan.
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on the type and severity of the incident. A Security Incident Response Playbook, if available, will also be used to
determine CIRT members.

Individuals

Chief Information Officer - Directs overall investigations and response. Coordinates with outside counsel and senior
leadership regarding compliance with legal obligations. Coordinates with the CMT and reports security incidents to
senior management and the Board of Trustees, as appropriate.

Director of Information Security — Leads the CIRT. Leads coordination with law enforcement and other outside
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3.

Identify attackers and root cause. Although this information can be important, incident handlers should
generally stay focused on containment, eradication, and recovery. Identifying an attacker can be a time-
consuming process that can prevent a team from achieving its primary goal—minimizing the business impact.
Eradicate all malicious components involved in the incident. It is important to identify all affected technology
resources so that they can be remediated. For some incidents, eradication is either not necessary or is
performed during recovery.

Incident Response Phase ~ Recover
Once the CIRT had determined that a security incident has been contained and eradicated, the next phase is to recover
from the incident. Here are key recovery activities:

1

Identify and execute a recovery strategy. In most cases, recovery should done in a phased approach so that
remediation steps are prioritized.

Establish steps to confirm affected systems are functioning normally. Recovery may involve such actions as
restoring systems from clean backups, rebuilding systems from scratch, replacing compromised files with clean
versions, installing patches, changing passwords, and tightening network perimeter security

Determine any monitoring requirements. Higher levels of system logging or network monitoring are often part
of the recovery process. Once a resource is successfully attacked, it is often attacked again, or other resources
within the organization are attacked in a similar manner.

Incident Response Phase ~ Post-Incident Activities
1. Conduct lessons learned session. Meeting with all involved parties after a major incident, and optionally

periodically after lesser incidents as resources permit, can be extremely helpful in improving security measures
and the incident handling process itself.

Collect and measure incident response metrics. Lessons learned activities should produce a set of objective and
subjective data regarding each incident. A study of incident characteristics may indicate systemic security
weaknesses and threats, as well as changes in incident trends.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
/about/campus-services/campus-security/documents/Crisis_management_plan.pdf
/about/campus-services/campus-security/documents/Crisis_management_plan.pdf
https://secureit.stevenson.edu/

3. Stevenson University Data Governance Plan: TBD — Link goes here

Draft - Information Security Incident Response Plan.docx Page 7 of 7



	Overview
	Definitions
	Roles and Responsibilities
	Groups
	Individuals

	Methodology
	Incident Response Phase – Prepare
	Incident Response Phase – Detect & Analyze
	Incident Response Phase – Contain and Eradicate
	Incident Response Phase – Recover
	Incident Response Phase – Post-Incident Activities
	Appendix

